717 BASEL Assignment

Q1)
As an independent expert, I would undertake the risk assessment of the bank’s IT system thoroughly and cover the following areas:
1. Error-free system: Banks' IT systems should be error-free and correctly capture all relevant data. As a result, a thorough examination of the system is required to guarantee that it is error-free and appropriately gathers all data.
1. Safe data storage: Because users will transact 24 hours a day, the card transaction system will experience a massive influx of data. This information must be kept secure. The IT system should have the appropriate safeguards for data storage.
1. Risks of new technology: Since the bank is replacing the previous version of their system with the latest one, this brings in new risks. The bank must consider the new risks while implementing the system and take adequate steps to mitigate the same.
1. Identify shortcomings of the system: No system is full proof. Prudent risk assessment means thinking about all possible outcomes of things going wrong. As an independent expert, I shall make a list of all possible shortcomings and submit it to the management for further action.
1. Compliance with local laws and international standards: Every country has certain provisions and laws around IT system and protection. The bank must ensure that their IT system is in line with the local laws and always adheres to it. The bank must also ensure that their system is in line with international standards.

Q2)
As an expert, I would conduct the gap analysis as follows, including the following areas:
1. Identification of steps: The logical next step would be to identify the steps required to take the bank from its current state to its target. This is the most crucial step as it gives the bank a solution to the gap in its environment risk policy.
2. Implementation of Steps: The next natural step would be to figure out how to bring the bank from where it is now to where it wants to be. This is the most important phase since it provides a solution to the bank's environmental risk policy gap.
3. Target goal: To conduct gap analysis, the most important step should be to know the goal of the organization. Thus, as an expert, I shall sit with the management and understand the goal that the bank has set for itself with respect to environment risk.
4. Organizational aim: The most critical step in doing a gap analysis is to understand the organization's goal. Thus, as an expert, I will sit with the management team and learn about the bank's environmental risk goals
5. Continuous monitoring: The final half is devoted to the implementation program's periodic review. Timely checks will allow the bank to monitor their progress, speed the procedure if necessary, and close any gaps that may exist.
6. Documentation of steps and policies: The bank must document the policy that it is adopting and the steps it is undertaking with respect to the environment risk policy. Such documentation will ensure review by future management personnel, directors, and the shareholders. 
