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1. As an independent expert, I would undertake the risk assessment of the bank’s IT system thoroughly and cover the following areas:

· Presence of adequate firewall system: IT systems are susceptible to hacking, especially banks’ IT system. This makes it imperative for banks to have a full proof firewall system in place which safeguards their IT system. These firewalls shall prevent unauthorised access to third party applications and users and keep the system safe from hackers. 
 
· Prevention of leakage of confidential information: Often IT systems are susceptible to information leaks. Organizations must ensure that their IT systems disallows the transfer of information from their systems and raises a red flag when one tries to do so. Banks must ensure that they have this security as the card transactional payments contains highly confidential information such as the card number, CVV, etc. 

· System free of glitches: The IT system of the banks should be free of glitches and capture all the necessary information correctly. Thus, a thorough check of the system must be undertaken to ensure that it is free of glitches and captures all the information correctly.

· Risks of new technology: Since the bank is replacing the previous version of their system with the latest one, this brings in new risks. The bank must consider the new risks while implementing the system and take adequate steps to mitigate the same.

· Provision of regular maintenance and updates: IT systems need regular checks and maintenance to ensure that they are functioning smoothly. Banks must ensure that they make regular checks mandatory and update if any changes are required.    

· Identify shortcomings of the system: No system is full proof. Prudent risk assessment means thinking about all possible outcomes of things going wrong. As an independent expert, I shall make a list of all possible shortcomings and submit it to the management for further action.

· Safe storage of data: The card transaction system shall see an inflow of huge amounts of data as people will transact 24/7. This data must be stored safely. The IT system should have the necessary provisions of the safe storage of data.

· Compliance with local laws and international standards: Every country has certain provisions and laws around IT system and protection. The bank must ensure that their IT system is in line with the local laws and always adheres to it. The bank must also ensure that their system is in line with international standards.

A robust IT system can make or break a bank as it has an integral role in the day-to-day functioning and operations of a bank. A thorough and in-detail review is therefore of great importance.
2. As an independent expert, I would undertake the gap assessment in the following manner and cover the following areas:   

· Target goal: To conduct gap analysis, the most important step should be to know the goal of the organization. Thus, as an expert, I shall sit with the management and understand the goal that the bank has set for itself with respect to environment risk.

· Current state: The second step would be to assess the current situation of the bank to get an idea of its position when it comes to adopting environmentally sustainable practices.

· Identification of steps: The logical next step would be to identify the steps required to take the bank from its current state to its target. This is the most crucial step as it gives the bank a solution to the gap in its environment risk policy.

· Implementation of steps: After identifying the required steps, implementing them is the key to fill the gap. As an independent expert, I shall devise a plan for the bank to implement the steps decided. This shall assist the bank in employing the required personnel to get the job done. 

· Compliance with local norms and policies: The bank must ensure that the environment risk policy that they adopt must be in line with the local rules and regulations and policies set out by the government. Banks should ensure utmost adherence to the same and strive their best to comply with the regulations and regulators.

· Periodic review: Identification and implementation is half the battle. The remaining half is the periodic review of the implementation program. Timely checks will help the bank check their progress, expedite the process if required, and fill the loopholes, if any. 

· Documentation of steps and policies: The bank must document the policy that it is adopting and the steps it is undertaking with respect to the environment risk policy. Such documentation will ensure review by future management personnel, directors, and the shareholders. 

· Sharing information with regulators: Successful implementation of environment risk policy means coming in the good books of the regulators. Thus, the bank must ensure that one it has successfully implemented the environment risk policy, it submits the necessary reports and statistics to the regulator for their review and satisfaction.     

Thus, as an independent expert, I would ensure that the gap analysis is done thoroughly and the necessary steps for meeting the environmental risk policy are undertaken.  
